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(CCC) Request for information surrounding data loss

| would like to know to what extent you have implemented data encryption and
cyber insurance policies and losses that you have incurred specifically covering
the following;

1. How many laptops, mobile, tablet or USB devices have been lost or stolen from
your organisation in the past year (Sept 2021-Sept 2022)? Please specify
numbers of each device type.

2. How many of these devices were encrypted? Please specify numbers of each
device type.

3. Have you had to disclose or inform the ICO of a data breach as a result of any
of these devices being lost or stolen in the past year (Sept 2021-Sept 2022)?

4. Have you had to disclose or inform the ICO of a data breach for any other
reason e.g., cloud breach, supply chain breach...

5. How many data breaches (information has been lost, stolen or taken from a
system without the knowledge or authorisation of the department/organisation)
have you experienced within your organisation (department) within the past year
(Sept 2021-Sept 2022)?

6. Do you have an existing cyber insurance policy in place, and how long have
you had it? If not, do you plan to invest in cyber insurance in the coming year?

7. Have you had to claim on an existing cyber insurance policy in the past year
(Sept 2021-Sept 2022) - if so, what was the reason for this i.e. ransomware
attack, phishing scam...

Response:

Thank you for your request for information above, which we have dealt with under
the terms of the Freedom of Information Act 2000.

All information you have requested is held however the response to specific
guestion 4 you have requested is refused under the exemption to disclosure
at: Section 30:, 1 Investigations and proceedings Class based & Qualified

Release of this information could result in existing weaknesses in our security
being made public.

The responses to other questions are found below:

1. How many laptops, mobile, tablet or USB devices have been lost or stolen from
your organisation in the past year (Sept 2021-Sept 2022)? Please specify
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numbers of each device type.
None

2. How many of these devices were encrypted? Please specify numbers of each
device type.

All devices are encrypted but as none were lost/stolen in this period the answer is
N/A

3. Have you had to disclose or inform the ICO of a data breach as a result of any
of these devices being lost or stolen in the past year (Sept 2021-Sept 2022)?

No
4. Exempted

5. How many data breaches (information has been lost, stolen or taken from a
system without the knowledge or authorisation of the department/organisation)
have you experienced within your organisation (department) within the past year
(Sept 2021-Sept 2022)?

No breaches match this description

6. Do you have an existing cyber insurance policy in place, and how long have
you had it? If not, do you plan to invest in cyber insurance in the coming year?

Cambridge City do not currently hold Cyber liability insurance, this position is
currently being considered with plans for a baseline cyber review.

7. Have you had to claim on an existing cyber insurance policy in the past year
(Sept 2021-Sept 2022) - if so, what was the reason for this i.e. ransomware
attack, phishing scam...

No
We aim to provide a high-quality service to you and hope that you are satisfied

with this response. If you have any further questions, please do not hesitate to
contact us.

Further queries on this matter should be directed to foi@cambridge.gov.uk
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